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Cyberangriffe betreffen nahezu 9 von 10 Unternehmen
Welche der folgenden Arten von Cyberangriffen haben innerhalb der letzten 12 Monaten
in Ihrem Unternehmen einen Schaden verursacht?
A . 31%
Infizierung mit Schadsoftware bzw. Malware m
Distributed Denial of Service (DDoS) 89 s :
i Cyberangriffe
Spoofing E e haben bei
. 86%
Angriffe auf Passworter - 25%
der Unternehmen
2019 nicht erhoben » einen Schaden
s 17%
SQL-Injection %3519 nicht erhoben verursacht - 2019
Webseitenlibergreifendes sog. Cross-Site- 9% waren es erst 70%.
Scripting (XS5) | 2019 nicht erhoben
Man in the middle Angriff oder Mittelsmann- 5% m 2021
Angriff ‘ 8% m 2019
E;::.:‘.];:":;TT:;;-"I;':;qf:ill.r_:r:l!irr:;uillnll:rl [2021: n=1.067; 2019: n=1070); Mehrfachnennungen in Prozent, 2019: innerhalb der letzben zwei lahre | bitkom

Wirtschaftsschutz 2021, Bitkom e.V.
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Unterscheidung von Angriffszielen in ...
1. Unternehmen, die bereits angegriffen wurden

2. Unternehmen, die bereits angegriffen wurden*®

* jedoch noch nichts ahnen
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IS 4 IS = Intelligence services
SOC = Serious organized Crime

S0k Complexity/
Likelihood of
Exploitation

Highly Capable
Group of Individuals
/ Motivated Individual \

Script Kiddie / Amateur

Likelihood of Attack

http://openstack.booktype.pro/security-guide/threat-classification-actors-and-attack-vectors/
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Welcome to w RansomLook % !

Currenily tracking 413 groups across 1586 relays & mimors -

479

ot 541 LS, B18 FS, 214 Chals and 22 AdminfAffiliates

pages

Currently tracking 117 forums & markets across 204 refays &

mirrors - (98

Curmantly tracking 284 telaegram channeals

There have been 53 posts within the last 24 hours

There have been 636 posis within the month of march

Ihere Rave bean 2412 pasts within the last 90 days

There have béen 2336 posts within the year of 2025

There have been 20743 posts since the dawn of ransomlook

There are 157 custom parsers indexing posts
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BERLIN Cybercrime: DDoS Angriffe

Tusaday, April 23, 2013
14:54:07

https://www.youtube.com/watch?v=hNjdBSola8k
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Cybercrime: DDoS Angriffe
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SlLds Supply Chain Angriffe

1] RS LEDGER

Mapping the blast radius
of the MOVEIt Transfer
Vulnerability

MOVEIt Transfer Vulnerability: Lack of
Supply Chain Visibility Exacerbates
Breach

m Risk Ledger
4,549 followers

Once a critical vulnerability has been identified, how long does it take for all

affected organisations to realise they might be affected as well and to then

investigate, identify if and how they have been impacted, and respond accordingly
: >

https://www.linkedin.com/pulse/moveit-transfer-vulnerability-lack-supply-chain-visibility/
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Cybercrime - Ermittlungen

‘Operation Endgame’ Hits Malware Delivery
Platforms

-

|7 Comments

Law enforcement agencies in the United States and Europe
today announced Operation Endgame, a coordinated action
against some of the most popular cybercrime platforms for
delivering ransomware and data-stealing malware. Dubbed
“the largest ever operation against botnets,” the
international effort is being billed as the opening salvo in
an ongoing campaign targeting advanced malware

“droppers” or “loaders” like IcedID, smokeloader and Trickbot.
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Polizei Berlin - Landeskriminalamt

ZAC — Zentrale Ansprechstelle Cybercrime
fur die Wirtschaft, Behérden und Verbande

Friesenstr. 16
10965 Berlin

Tel.: 030-4664 /972972
E-Mail: zac@polizei.berlin.de

Lentrale Ansprechstellen Cybercrime
der Polizeien der Lander und des Bundes
fiir die Wirtschaft

https://www.polizei.de/Polizei/DE/Einrichtungen/ZAC/zac_node.html
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